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10 Steps to Cyber Security
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Who is this guidance for?

This guidance is aimed at medium to large
organisations that have someone dedicated to
managing the organisation's cyber security. For
smaller organisations our Small Business Guide
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might be a better place to start, though the
principles here in the 10 Steps are applicable to all
organisations.

This collection is designed for security
professionals and technical staff as a summary
of NCSC advice, and provides links to more
detailed guidance where applicable. It can also
be used alongside our Cyber Security Toolkit for
Boards, which contains questions to help frame
discussions between you and your Board, and
further resources you can point your Board
towards. Cyber security is central to the health
and resilience of any organisation reliant on
digital technology to function, and this places it
firmly within the responsibility of the Board.

How can this guidance help me?

This guidance aims to help organisations
manage their cyber security risks by breaking
down the task of protecting the organisation into
10 components. Adopting security measures
covered by the 10 Steps reduces the likelihood of
cyber attacks occurring, and minimises the
impact to your organisation when incidents do
occur.

Understanding what you are trying to protect
against is essential to managing cyber security
risk. The video below talks about the common
threat actors behind cyber attacks, and to keep
up to date with cyber security matters affecting
the UK see our latest reports and advisories.

10 Steps to Cyber Security (NCSC)10 Steps to Cyber Security (NCSC)

https://www.ncsc.gov.uk/section/board-toolkit/home
https://www.ncsc.gov.uk/section/keep-up-to-date/reports-advisories
https://www.youtube.com/watch?v=saJU2gtWWug
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Also see

Weekly Threat Report 23rd July
2021
The NCSC's weekly threat report is
drawn from recent open source…
Report
23 July 2021

The first Certified Cyber
Professional (CCP) Specialism is
now live!
'Risk Management' is the first
certifiable specialism under the…
Blog Post
8 July 2021

NCSC statement on Kaseya
incident

https://www.ncsc.gov.uk/files/2021-10-steps-to-cyber-security-infographic.pdf
https://www.ncsc.gov.uk/section/advice-guidance/all-topics?topics=Operational%20security
https://www.ncsc.gov.uk/section/advice-guidance/all-topics?topics=Risk%20management
https://www.ncsc.gov.uk/section/advice-guidance/all-topics?topics=Supply%20chain
https://www.ncsc.gov.uk/section/information-for/cyber-security-professionals
https://www.youtube.com/watch?v=wN9o-29cpJs
https://www.ncsc.gov.uk/collection/10-steps/risk-management
https://www.ncsc.gov.uk/report/weekly-threat-report-23rd-july-2021
https://www.ncsc.gov.uk/blog-post/first-certified-cyber-professional-cpp-specialism-now-live
https://www.ncsc.gov.uk/news/ncsc-statement-on-kaseya-incident


30/07/2021 10 Steps to Cyber Security - NCSC.GOV.UK

https://www.ncsc.gov.uk/collection/10-steps 4/4

incident
The NCSC's official statement on
the Kaseya cyber incident.
News
5 July 2021

https://www.ncsc.gov.uk/news/ncsc-statement-on-kaseya-incident

