Police Digital Service 1-4

Troubleshooting 2FA & Google Authenticator

Knowledge Hub » My Account

This guide covers setting the correct date & time settings, and correct Google
Authenticator codes.

If you are using Microsoft Authenticator you solely require the correct date & time
settings so please scroll to your device type.

For Google Authenticator, scroll to your device type to see then guide and
then follow the guide for the Google Authenticator which is towards the end.

For Android:

Go to your device settings where date and time setting are. This may differ slightly
for your device.

Settings -> General management -> Date and time

Settings Q < General management Q
o . Language
Digital Wellbeing and parental English (United Kingdom)
@ controls

Screen time + App timers *+ Bedtime mode
Text-to-speech output

@ Battery and device care
Storage * Memory * Device protection .
Date and time

@ v
Default apps = App settings

e General management
Language and keyboard -« Date and time

Accessibility

TalkBack * Mono audio + Assistant menu
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You will have two options but we are interested in the one for automatic date and
time.

¢  Date and time

< Date and time

Automatic date and time
[}

Automatic date and time

Use the date and time provided by your ()
network.

Use 24-hour format Use 24-hour format
13:00 « 13:00 O

If you are using a device provided by your force you may be unable to update this
setting as it is determined by your service delivery team.

If you are using a personal device, make sure it is toggled on where the icon
will be blue for on, and grey for off. This will ensure your device is attaining the
correct data via the internet and world clock.

For i0S:
Scroll to your date and time settings through the general option.

Settings - > General -> Date & Time
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Settings < Settings General

About

Software Update

Display & Brightness

B Home Screen AirDrop
Accessibility AirPlay & Handoff
Wallpaper Picture in Picture
B siri& search CarPlay
:‘.!.': Face ID & Passcode
@ Emergency SOS iPhone Storage
{®: Exposure Notifications Background App Refresh
Battery
Keyboard
Fonts

Language & Region

Dictionary

You will have two options but we are interested in the one for automatic date and
time.

< General Date & Time
24-Hour Time
Set Automatically 0
ime Zone ondon

Automatic time zone accuracy is improved when Location
Services is turned on.

If you are using a device provided by your force you may be unable to update this
setting as it is determined by your service delivery team.

If you are using a personal device, make sure it is toggled on where the icon will be
green for on, and grey for off. This will ensure your device is attaining the correct
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data via the internet and world clock.

My Google Authenticator codes don't work:

It may be because the time isn’t correctly synced on your Google Authenticator
app.

To set the correct time:

1.
On your Android device, go to the main menu of the Google Authenticator

app.

2.
Tap More ¢ > Settings > Time correction for codes > Sync now.

On the next screen, the app confirms the time has been synced. You should be
able to sign in. The sync will only affect the internal time of your Google
Authenticator app, and will not change your device’s Date & Time settings.



